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Recent Revisions to This Document

21.05

Changed the name of the merchant_url field to merchant_domain_name. See the API Field
Reference for the SCMP APL

21.04
Added the tms_network_token_option field.

21.03

This revision contains only editorial changes and no technical updates.

21.02

This revision contains only editorial changes and no technical updates.

21.01
Added the merchant_url field. See the API Field Reference for the SCMP API.

20.04

Updated information about recurring payments. See Supported Processors (on page 7).

20.03

Added information about optional features. See Supported Processors (on page 7).
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About This Guide

This section provides you with information about the structure and content within this guide.

Audience and Purpose

This document is written for merchants who want to enable customers to use Google Pay to pay for
in-app purchases. This document provides an overview of integrating the Google API and describes
how to request the Cybersource API to process an authorization.

This document describes the Google Pay service and the Cybersource API. You must request the
Google API to receive the customer’s encrypted payment data before requesting the Cybersource API
to process the transaction.

Conventions

The following special statements are used in this document:

I Important: An Important statement contains information essential to successfully
completing a task or learning a concept.

1 Warning: A Warning contains information or instructions, which, if not heeded, can result in
a security risk, irreversible loss of data, or significant cost in time or revenue or both.

Related Documentation
For further technical documentation, visit the Cybersource Technical Documentation Portal:

https://docs.cybersource.com/en/index.html

Customer Support
For support information about any service, visit the Support Center:

http://www.cybersource.com/support
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Introduction

You can use the Cybersource platform to process and manage Google Pay transactions.

Google Pay Overview

Google Pay is a simple, secure in-app mobile and Web payment solution. You can choose Cybersource
to process Google Pay transactions through all e-commerce channels.

You can simplify your payment processing by allowing Cybersource to decrypt the payment data for
you during processing.

This method integrates simply and enables you to process transactions without seeing the payment
network token and transaction data.

1. Using the Google AP], request the customer’s encrypted payment data.

2. Using the Cybersource AP], construct and submit the authorization request, and include the
encrypted payment data from the Google Pay call back.

3. Cybersource decrypts the encrypted payment data to create the payment network token and
processes the authorization request.

Payment Network Tokens
Authorizations with payment network tokens enable you to securely request a payment transaction
with a payment network token instead of a customer’s primary account number (PAN).

The payment network token is included in the customer’s encrypted payment data, which is returned
by the payment processor.

For information about authorizations with payment network tokens, see the Authorizations with
Payment Network Tokens Guide.

Requirements

Before using Google Pay, you must have:

* A Cybersource merchant evaluation account if you do not have one already: https://
www.cybersource.com/register/

» A merchant account with a supported processor. See Supported Processors (on page 7).
» A Google developer account.
* Google Pay APIs embedded into your application or website.

For details about integrating Google Pay, see the Google Pay API documentation.
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Supported Processors

Merchant-initiated transactions and multiple partial captures are described in the Authorizations
with Payment Network Tokens guide. Recurring payments and split shipments are described in the
Credit Card Services guide.

Processor Card Types Optional Features
Elavon Americas * American Express * Merchant-initiated

* Discover transactions

*JCB * Multiple partial

* Mastercard captures

* Visa * Recurring payments

Related information
Authorizations with Payment Network Tokens Using the SCMP API

Credit Card Services Using the SCMP API
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How Google Pay Works

The following figure describes the Google Pay workflow:

G i

Google Payment
Metwork

Consumer

Mobile Device
Maerchant App / Website

° -

Merchant Server CyberSource

1. The customer chooses the Google Pay button. Using the Google API, your system initiates
the Google Pay request identifying Cybersource as your payment gateway, passing your
Cybersource merchant ID as the gateway merchant ID.

2. The customer confirms the payment. The Google API contacts Google Pay services to retrieve
the consumer’s payment parameters.

3. If the customer’s selected payment credentials are tokenized, or you are tokenizing new
payment credentials, the Google Pay service contacts the appropriate payment network to
retrieve the appropriate cryptogram.

4. The payment network returns the appropriate token and cryptogram to the Google Pay service.

. Google creates encrypted payment data using the gateway-specific key that is supplied in the

Wallet request and includes it in the Google API response.

6. The Google Pay call back returns the encrypted payment data.

7. Your system prepares the Google Pay response information for submission to the Cybersource
service.

8. a. Cybersource sends the authorization request to the acquirer.

b. The acquirer processes the request from Cybersource and creates the payment network
authorization request.

c. The payment network processes the request from the acquirer and creates the issuer
authorization request.

d. The issuer processes the request from the payment network. The issuer looks up the
payment information and returns an approved or declined authorization message to the
payment network.

e. The payment network returns the authorization response to the acquirer.

f. The acquirer returns the authorization response to Cybersource.
9. Cybersource returns the authorization response to your system.

10. Your system returns the authorization response to the payment application.

11. The payment application displays the confirmation or decline message to the customer.

a. The acquirer submits the settlement request to the issuer for funds.

b. The issuer supplies the funds to the acquirer for the authorized transactions.

2
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Additional Services
The following additional services can be used with Google Pay. For more information on these
services, see the Credit Card Services guide.
Capture
A capture is a follow-on service that uses the request ID returned from the previous

authorization. The request ID links the capture to the authorization. This service

transfers funds from the customer’s account to your bank and usually takes two to four
days to complete.

Sale

A sale is a bundled authorization and capture. Request the authorization and capture
services at the same time. Cybersource processes the capture immediately.

Authorized Reversal

An authorized reversal is a follow-on service that uses the request ID returned from
the previous authorization. An authorization reversal releases the hold that the

authorization placed on the customer’s credit card funds. Use this service to reverse an
unnecessary or undesired authorization.

Related information
Credit Card Services Using the SCMP API

Transaction Endpoints

The following endpoints are used with Google Pay:

* Test: http://ics2testa.ic3.com
* Production: http://ics2a.ic3.com
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Formatting Encrypted Payment Data

The following examples show you how to format encrypted payment data.

Configuring Google Pay

You must provide your Cybersource merchant ID to Google in order to ensure proper encryption of
the Google Pay payload and authenticity of the request.

For a Google Pay tutorial, see: https://developers.google.com/pay/api/android/guides/tutorial

Set the gateway and gateway merchant ID to the appropriate indicators. The following code examples
show how to configure the PaymentMethodTokenizationParameters object using Cybersource as
the gateway.

Example: Java Code

. set Paynent Met hodTokeni zat i onType( Wl | et Const ant s. PAYMENT _METHOD TOKENI ZATI ON_TYPE _
PAYMENT _GATEWAY)

. addPar anet er (" gat eway", "cybersource")

. addPar anet er (" gat ewayMer chant | d*, "[your CybersourceM D] ")

Example: JavaScript Code

t okeni zati onType: ' PAYMENT GATEVWAY' ,
paraneters: {
gat eway: 'cybersource’,
gat ewayMer chant 1 d: ' [your Cyber sourceM D] '
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Formatting Payment Blobs

To prepare the google payload for submission to Cybersource, you must extract the token data
element from the Google Pay payload and encode the token data element using Base64.

Sample Code
The following samples can be used to Base64-encode payment responses:

JavaScript

| et token = paynent Dat a. paynment Met hodDat a. t okeni zat i onDt a. t oken;
consol e. | og(token);
var enc=wi ndow. bt oa(t oken);

Android with Java

This sample uses the Android Studio Base64 utility.

public static <outputString> encodeToString (byte[] <inputToken>, int DEFUALT)

Apple iPhone with Swift 3

This sample requires the Foundation utility.

extension String {
func base64Encoded() -> <output String>
if let data = self.dat(using:.utf8) {
return data. base64EncodedStri ng()
}

return nil
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Example: Unencrypted Google Pay Response

{"si gnat ure": " MEUCI QDhTxhHqwY8pXB9hpYxaSK5j FgsqpG2ELr X77QXssK8t Al gUBv YYAI /
bnBS8T/ Tf xnnR2AF981M/5y0pHy Gex M6dMIk\ u003d", " pr ot ocol Ver si on": "ECv1", "

si gnedMessage": "{\ "encrypt edMessage\ ":\"

odyUGGA7B+bl | et YcJIbS43AQUFQI pWEFCNAUuUEX QBL X0\ /

XcLWKElI XcB95nMhnPCOI MRKGp13FYsL768ccCzAj BALYF+

fugcJdTcvkr UhcNSy Xr 7hwf 12BEsr weqJMbI 7Vs5I f r PAuUkRIeL DQAFXMILWIQQy P8vI ZC+
tz2c+Z3z0zzl| 50B9j E8f A2dol Fal3Cu6gXqdKH\ /

| HRh7Uni LUUTY+0GE5FQV2pwST2uBSNNk Zhb8WYJ DHbx Bj z0UebVP+

Gonr5cc8AKUSdgHRAf r AGKpEZ4EBzB90 BPxLqYHpopri J61 bFgFVs QQ6\ /

8HBqQ71 M MH5y 7G8p8gAFKkWAB78ZcLOFh5B] Xoj kxGoFp2gj Asr hht t HAFbe3WQBUPkwJu09\ /
6\ / MyJpCSr pMHFouF\ / dj 0SYj Q+xIl 097] CHZec7] Q Ahl SLWZ9DZk uMs GKPWHuOCKNn2XgTXQ=\
", \"epheneral Publ i ckey\":\

" MFKkWEWYHKo0ZI zj 0CAQYI KoZI zj ODAQc DQUAENN4yj yON6xI XOB\ / 8j 7\ /

4j viLICYAqgXLWP1Fhj uTgl MBoCt Pi j Zf | 9s02QECs2ZnVp3D0dI 3JYI DVe+396Kk AQ==\

", \"tag\":\"DRp cc+Y@3RNgsTcxzt nJbMini rbUsDVWBdASt j f hFi we=\"}"}
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Example: Base64-Encoded Google Pay Response

eyJzaWluYXRlcnli O JNRVWDSVFEaFR4aEhxd1k4cFhCOMWKhhUOs 1ak Znc 3FwRz J
FIMXJ YNz d RWHNz SzhOQUI nVUI 2V BSS9i bk J TOFQVVGZ4bnDy QUY5ODFNdj VEVHBI eU
dl eE01ZE1Kalx 1MDAZZCl sl nByb3RvY29sVmvyc2l vbi | 61 kVDdj Ei LCIzaWiuZWRNZ
XNz YW | j oi elwi ZWBj cnl wdGVk TW/zc2FnZWwi O wi b2R5VUdHQTACK2J s b GVOVWARK
YI MOMDFRVUZRSNBXRUZDTj RVdVWFeFELTFgwWXC9YYO0x 3S0Vs WENCOTVuTWst UES5SbEQ
y SOdWMTNGWKNVNZ Y4 Y2NDek FgQk dMAUYT ZnVnYOpUY3Zr ¢l VoYO5TeVhyN2h3Zj Ey Qk
vzendl cUpNNkk3VnMLbGZy UEF1a1J KZUx EUUCORnht VEXXNDI ReVA4dKl aQyt Oej Jj K
1ozenmP6ekk1b0l 5ak U4Zk Ey ZG9s RrEx MONL N Yc WRL SFwv SUn SaDd Vb MVXVUe Ssw
Rz VGUVYycHITVDI1Q NOTnt aaG 4V1l KREhi eEJgej BVZWWIC PYril UNWRj OEFLVTV
kZOhSZGZy NEdLcEVaNEVCek| 5MEJ Qe ExxWohwb3By aUo2bGJ GZ0ZW 1FRNI w OERCcV
E3SWLJ TUg1e TAHOHA4C UFGalduQ c4WrNMVEZoNUI gWE9ga3hHb0Zwivid g QXNy aGhOd
EhBRmII MLdRQNVQa3dKdTASXC82XCONe UpwQLNy cE1l RmO1R wvZGowUll qUSt 4STAS
N2xDSFpl YzdqUXJBaEl TTFdaOURaa3VNdkdLUFdwd TBDS24y WHFUWFE9XCI sXCJI ¢cGh
| bWy YWk QdWIsaWKLZXI ¢l j pcl k1Ga3dFd1l | S29aSXpgMENBUVI J S29aSXpgVERBUW
NEUWIBRVBUNH ge TBONnhsWE84XC84aj dcLz Rqdml MSk NZQXFnWEX 3UDFGaGp1VGdI T
TI v@BRQaWazkk5c28y UVPczJabl ZwMVDQAZGz S | JRFZI Kz MBNKt r QVE9PVA LFwi
dGFNXCl 6XCIEUNB] Yyt ZUTMz Uk5nc 1Rj eHpObkpi TUpuaXJi VTVEVz Nk U3RgZmhGaXd
j Pvi f SJ9

Google Pay - Formatting Encrypted Payment Data | 13



Authorizing Payments

The following examples show you how to authorize payments.

Authorizing a Payment

To request an authorization for a Google Pay transaction:

1. Set the encrypted_payment_data field to the string value generated from the full wallet
response.
2. Set the payment_solution field to o12.
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Example: Authorization Request

bill addressl1=111 S. Division St.

bill _address2=Suite 123

bill _city=Ann Arbor

bi Il _country=US

bill _state=M

bi Il _zi p=48104- 2201

encrypt ed_paynent dat a=ABCDEFabcdef ABCDEFabcdef 0987654321234567
card_type=001

currency=usd

cust oner _enmi | =denp@xanpl e. com

custoner _firstnanme=Janes

cust oner i paddr ess=66. 123. 123. 2

custoner | ast name=Sm th

cust oner _phone=999- 999- 9999

grand_t ot al anount =100. 00

i cs_applications=ics_auth

mer chant _i d=denoner chant

mer chant _ref nunber =denor ef num

paynent networ k_t oken_requestor i d=987654321pl oki j uhygt f r deswa
sol ution_type=012

Example: Authorization Response

currency=usd

request i d=4465837560045000001541

auth_rfl ag=SOK

i cs_rmeg=Request was processed successfully. auth_auth_anount=100. 00
aut h_rcode=1

auth_trans_ref no=13209254CGI SMXQ

aut h_aut h_code=888888

aut h_rnsg=Request was processed successfully. ics rflag=SK
auth_aut h_response=100

aut h_avs_raw=l 1

auth_auth_tinme=2015-11-03T204917Z

mer chant _ref nunber =denor ef num

i cs_rcode=1
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API Fields

See the API Field Reference guide for your API type.
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