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About This Guide

Audience and Purpose

ABOUT GUIDE

This guide is written for merchants who want to offer Korean Cyber Payment (KCP)
services to customers and describes tasks a merchant must complete in order to make a
payment, request the status of a payment, or refund a payment. It is intended to help the
merchant provide a seamless customer payment experience.

Conventions

Important Statement

An Important statement contains information essential to successfully
completing a task or learning a concept.

Important

Text and Command Conventions

Convention Usage

bold m Field and service names in text; for example:
Include the requestID field.

m ltems that you are instructed to act upon; for example:
Click Save.

screen text = XML elements.

m Code examples and samples.
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About This Guide

Related Documents

m  Getting Started with CyberSource Advanced for the Simple Order APl—describes
how to start using your CyberSource advanced account.

m  Business Center Overview—describes the features and options available with your
CyberSource advanced account using the Business Center.

= Simple Order APl and SOAP Toolkit APl Documentation and Downloads page.

Refer to the Support Center for complete CyberSource technical documentation:

http://www.cybersource.com/support_center/support_documentation

Customer Support

For support information about any CyberSource service, visit the Support Center:

http://www.cybersource.com/support
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CHAPTER

Introduction

All KCP payments are processed in South Korean Won (KRW). Contact KCP
for a list of supported desktop browsers and mobile devices.

Important

Payment Types

Table 1 Payment Types

Payment Type Description

ACC Credit card payment.
RBT Real-time bank transfer.
MBP Mobile billing payment.
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Chapter 1 Introduction

KCP Services

Initiate Payment Service Sequence

Customer Merchant CyberSource Processor
1 2 3
Customer clicks on + | Merchant posts CyberSource builds
Korean payment "l data to CyberSource "1 and returns redirect
option API URL
5 4
Korean payment (4 Merchant redirects |«
plug-in loads customer to URL
A 4
6 7
Customer enters P Processor confirms
payment details payment
9 8
| Merchant redirects |
Payment status is 4 L,
displayed customer to return
URL
Y
10
Merchant requests 1
4 P CyberSource looks
EER SRS up payment status
service e
A A
13 12
Merchant receives [« CyberSource returns
payment result payment result

1 The customer chooses the Korean payment type on your website’s checkout or payment
page.

2 Using the CyberSource API, you POST the merchant details and order information from
the initiate payment service request to CyberSource.

3 CyberSource creates a signed and encrypted merchant URL (see "Merchant URL") to

redirect the customer to the KCP web site. This signed and encrypted merchant URL is
sent back to you.
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Chapter 1 Introduction

4 The customer tis redirected to the URL that CyberSource sent you in Step 3. This URL
directs the customer to the KCP web site.

5 The customer clicks Submit and the Korean payment plug-in is launched. The plug-in is
an executable file that is downloaded to the customer’s device when the customer is
browsing from a Windows operating system.

6 The customer enters payment details and confirms the payment.
7 The processor confirms the payment and sends verification to CyberSource.

8 CyberSource stores the payment status. You can retrieve the payment status by
requesting the check status service (see "Check Status Service," page 13).

9 The customer’s browser is redirected to the return URL that is specified during merchant
boarding. The return URL contains the payment status. CyberSource recommends that
this status is used only for browser control to display a user-friendly message to the
customer. You should ship goods based on the payment status retrieved from the check
status service request (see "Check Status Service," page 13).

10 The merchant requests the check status service from CyberSource. CyberSource
recommends that this service be requested immediately after Step 9 and every hour
thereafter until the payment status is COMPLETED, DECLINED, or CANCELLED.

11 CyberSource verifies the payment status with the processor.
12 CyberSource sends the payment result to the merchant.

13 The merchant receives the payment result. If the Check Status result is:
e PENDING—payment is still in progress. Do not ship the goods.
¢ COMPLETED—payment was successful. Ship the goods.
e DECLINE—payment was rejected by the processor. Do not ship the goods.
e CANCELLED—payment was cancelled by the customer. Do not ship the goods.

KCP Services Using the Simple Order API | August 2019 10



Merchant URL

Chapter 1

The merchant URL consists of the following parameters.

Introduction

Table 2 Merchant URL Parameters
Parameter Description
KCP web site Test: https://certpay.kcp.co.kr/Pay/module/cyberSource/

KCP_Gateway.jsp

Live: https://pay.kcp.co.kr/Pay/module/cyberSource/KCP_
Gateway.jsp

encrypted_data

All the customer’s payment information signed and
encrypted in a blob of data.

The encrypted data described in Table 2 consists of the following parameters.

Table 3 Merchant URL Parameters

Parameter Description

buyr_mail Customer email.

buyr_name Customer name.

buyr_tel Customer telephone number.

currency Three-digit numeric currency code used for the order.
KRW: 410

eng_flag English-language indicator for the KCP plug-in.

escw_used Provides the escrow option to a customer.
Possible values:
s Yes:Y
= No: N
Important You must have the appropriate contract with
KCP to offer escrow. Escrow is supported only for bank
transfers made using a desktop PC. It is not supported for
mobile devices. Escrow can be used only for transactions
with an amount greater than 50,000 KRW.

good_mny Payment amount.

good_name Product purchased by the customer.

ordr_idxx Unigue merchant-generated transaction ID. If it is not
included, CyberSource will generate this transaction ID.

pay_method Payment method.

Possible values:

= 100000000000—Credit card.
= 010000000000—Bank transfer.
= 000010000000—Mobile billing.

KCP Services Using the Simple Order API | August 2019
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Chapter 1 Introduction

Table 3 Merchant URL Parameters (Continued)

Parameter Description

quotaopt Installment payment frequency for credit card payments only.
Possible values: 00 to 12.
Default value: 12.

ret_url Merchant-defined URL for displaying the payment results to
the customer. You can also specify this URL during merchant
boarding.

signature RSA signature and SHA-256 data hashing.

site_cd KCP merchant ID.

site_logo KCP user interface, which can be customized with a
merchant logo. The image size must not exceed 150 (w) x
50 (h) pixels.
Format: JPG or GIF.

site_name Merchant brand name.

skin_indx Payment Ul skin number. Each number displays a different

color of the KCP plug-in UL.

The merchant URL consists of an encrypted string of characters representing the payment
details. The customer should be redirected to this URL. Internet Explorer restricts browser
URL lengths, so use the following code when performing the redirect using client-side

JavaScript:

<SCRI PT LANGUAGE=' JavaScri pt' >

var w n=wi ndow. open("'",

wi n. |l ocation=
</ SCRI PT>

' _blank');

$apl ni ti at eRepl y- >nmer chant URL . ;

$aplnitiateReply->merchantURL is the merchant URL included in the CyberSource

response to the Initiate request.

% A server-side redirect can also be used to perform the redirect.

Note

KCP Services Using the Simple Order API | August 2019
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Chapter 1 Introduction

Check Status Service

When the customer is redirected to your web site after making a payment, you can
request the status of the payment. Verifying a payment status is a follow-on transaction
that uses the request ID returned from the initiate payment request. The initiate payment
request ID links the check status request to the payment transaction. See "Checking
Payment Status," page 15.

CyberSource recommends that you request only the check status service
when you receive the return URL from KCP. If you do not receive a return URL,

Important  Wait 1 hour before requesting the check status service, then request it at hourly
intervals.

Refund Service

Arefund is a follow-on transaction that uses the request ID returned from the initiate
payment request. The request ID links the refund transaction to the payment transaction.
See "Refunding a Payment," page 16.

Refunds are permitted up to 60 days after the transaction is initiated.
CyberSource recommends that the payment status be COVPLETED before you

Important refund a payment and return funds to the customer account. Before refunding
a payment, request the check status service to retrieve the status of the
payment.

KCP Services Using the Simple Order API | August 2019 13



Requesting KCP Services

CHAPTER

Initiating Payment

To initiate a payment:

Step 1 Set the aplnitiateService_run field to t r ue.

Step 2 Include the following fields in the request:

billTo_firstName

billTo_lastName

billTo_phoneNumber

billTo_email

aplnitiateService_returnURL
aplnitiateService_productName
aplnitiateService_escrowAgreement
aplnitiateService_languagelnterface—the default is Kor ean.

installment_frequency—this field is supported only for credit card payments when the
amount of the transaction is greater then 50,000 KRW. Cards issued outside of Korea
are not supported. Depending on the agreement with KCP and the issuers, there
could be a service charge. KCP has an agreement with all issuers to process
installment payments.

apPaymentType
purchaseTotals_currency
purchaseTotals_grandTotalAmount
merchant|D

merchantReferenceCode

For detailed descriptions of all request and reply fields, see Appendix A, "API Fields," on
page 17. For an initiate payment example, see Appendix B, "Examples," on page 24.
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Chapter 2 Requesting KCP Services

Checking Payment Status

To check the status of a payment:

Step 1 Set the apCheckStatusService_run field to t r ue.

Step 2 Include the following fields in the request:

m  apCheckStatusService_aplnitiateRequestiID—include the value returned in the initiate
payment service reply. See "Reply Fields," page 21.

= apPaymentType
s merchantlD
m  merchantReferenceCode

For detailed descriptions of all request and reply fields, see Appendix A, "API Fields," on
page 17. For a check status example, see Appendix B, "Examples," on page 24.
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Chapter 2 Requesting KCP Services

Refunding a Payment

Multiple partial refunds are allowed. Partial refunds are not allowed for mobile
billing payments or escrow payments. Refunds using the API service are not

Important allowed for escrow payments.

To refund a payment:

Step1 Set the apRefundService_run field to t r ue.

Step 2 Include the following fields in the request:

apRefundService_requestID—include the value returned in the initiate payment
service reply. See "Reply Fields," page 21.

apPaymentType

apRefundService _reason
purchaseTotals_currency
purchaseTotals_grandTotalAmount
merchant|D
merchantReferenceCode

For detailed descriptions of all request and reply fields, see Appendix A, "API Fields," on
page 17. For a refund example, see Appendix B, "Examples," on page 24.
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APPENDIX

API Fields

See Getting Started with CyberSource Advanced for the Simple Order API for a
description of how name-value pair names relate to their corresponding XML element
names.

Data Type Definitions

For more information about these data types, see the World Wide Web Consortium (W3C)
XML Schema Part 2: Datatypes specification.

Data Type Description
Date and Time  Formatis YYYY-MM-DDThhmmssZ, where:

m T separates the date and time

= Zindicates Coordinated Universal Time (UTC).

Decimal Number that includes a decimal point.
Integer Whole number{..., -3,-2,-1,0,1, 2,3, ...}
String Sequence of letters, numbers, spaces, and special characters

Special Characters

Do not use the following special characters in the Initiate Payment request (see page 14):

Comma Ampersand Semicolon New line Backslash Pipe line Single Double
Quotation  Quotation

Mark Mark

& ; \n \ ‘ “

KCP Services Using the Simple Order API | August 2019 17
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Appendix A API Fields

Working with Multibyte Character Strings

Many international languages - such as Korean, Chinese, and Russian - require more
than one ASCII byte per character. Therefore, a string of multibyte characters can exceed
the allotted string length of some Simple Order API fields.

For example, the billTo_firstName and billTo_lastName fields can each handle a string
of 15 ASCII characters. When the first and last name fields are used together, they can
handle 30 ASCII characters in total, including the blank space between the names.

First name + space + last name = 30 (maximum)

In many international languages, a short name that visually has only 3 or 4 characters may
be equivalent to 10 or 15 bytes in UTF-8. Therefore, it is important to take into
consideration the overall length of a multibyte string to be sure it fits into the alloted ASCII
string length.

For best success when working with international languages, make sure the
total size of a multibyte string fits within the ASCII string length for a specific API
Important  field.

Request Fields

Table 4 Request-Level for the Simple Order API

Field Name Description Used By: Data Type
Required (R) or & Length
Optional (O)
apCheckStatusService _ Identifier returned from the initiate Check Status (R) String (32)
aplnitiateRequestID payment service request.
apCheckStatusService_run The check status service. Possible Check Status (R) String (5)
values:

m true: include the service in your
request.

» false (default): do not include the
service in your request.
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Appendix A API Fields

Table 4 Request-Level for the Simple Order APl (Continued)

Field Name Description Used By: Data Type
Required (R) or & Length
Optional (O)

aplnitiateService_ Indicates whether to use the Initiate Payment (R) String (1)

escrowAgreement customer’s escrow agreement.

Possible values:

= Y: yes, use the customer’s escrow
agreement.

= N: no, do not use the customer’s
escrow agreement.

Note The escrow agreement can be
used only if the transaction is greater
than or equal to 50,000 KRW. You
must enter the shipping details in the
KCP administration panel for escrow
payments.

Important Available only for bank
transfer payments.

aplnitiateService_ Language indicator for the KCP plug- Initiate Payment (R) String (1)
languagelnterface in.

Possible values:
= EN: English
= Kor ean (default)

aplnitiateService_productName  Product offered to the customer. Initiate Payment (O) String (30)

aplnitiateService_returnURL URL of the web page to which Initiate Payment (R) String (256)
customer is directed when the
transaction is completed.

Note This URL overrides the return
URL that was specified during
merchant boarding.

aplnitiateService_run The initiate payment service. Possible  Initiate Payment (R)
values:

m true: include the service in your
request.

n false (default): do not include the
service in your request.

apPaymentType Identifier for payment type. Initiate Payment (R) String (5)
Possible values: Check Status (R)
s ACC: Credit Card Payment. Refund (R)

= RBT: Real Time Bank Transfer.
= MBP: Mobile Billing Payment.
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Appendix A API Fields

Table 4 Request-Level for the Simple Order APl (Continued)

Field Name Description Used By: Data Type
Required (R) or & Length
Optional (O)

apRefundService_ Identifier returned from the initiate Refund (R)

aplnitiateRequestID payment service request.

apRefundService_reason Reason for the refund. Refund (O) String (256)

apRefundService_run The refund service. Possible values: ~ Refund (R)

= frue: include the service in your
request.

n false (default): do not include the
service in your request.

billTo_email Customer’s email address. Initiate Payment (O) String (50)
Check Status (O)
Refund (O)
billTo_firstName Customer first name. Initiate Payment (O) String (15)
Note The first and last name fields Check Status (O)
together car.mot e>.<ceed 30 ASCII Refund (O)
characters, including spaces. In UTF-
8, the first and last name fields
together cannot exceed an equivalent
number of multibyte characters,
including spaces.
billTo_lastName Customer last name. Initiate Payment (O) String (15)
Note The first and last name fields Check Status (O)
together carlmot e).(ceed 30 ASCII Refund (O)
characters, including spaces. In UTF-
8, the first and last name fields
together cannot exceed an equivalent
number of multibyte characters,
including spaces.
billTo_phoneNumber Customer phone number. Initiate Payment (O) String (20)
Check Status (O)
Refund (O)
installment_frequency Frequency of payments. Possible Initiate Payment (O) String (2)
values are 0 to 12.
Default value: 12.
Note This field is for credit card
payments only.
merchantID Your CyberSource merchant ID. Use Initiate Payment (R) String (50)

the same merchant ID for evaluation,
testing, and production.

Check Status (R)
Refund (R)

KCP Services Using the Simple Order API | August 2019
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Appendix A APl Fields

Table 4 Request-Level for the Simple Order APl (Continued)

Field Name Description Used By: Data Type
Required (R) or & Length
Optional (O)

merchantReferenceCode Merchant-generated order reference Initiate Payment (R) String (50)

or tracking number. CyberSource
recommends that you send a unique
value for each transaction so that you  Refund (R)
can perform meaningful searches for

the transaction. For more information

about tracking orders, see Getting

Started with CyberSource Advanced

for the Simple Order API.

Check Status (R)

purchaseTotals_currency Currency used for the order. Initiate Payment (R) String (3)
Value: KRW Check Status (R)
Refund (R)
purchaseTotals_ Grand total for the order. Initiate Payment (R) Decimal (12)
grandTotalAmount Important The grand_total_ Refund (R)

amount value should not contain a
decimal point. For example, 210.00
should be 21000.

Reply Fields

Table 5 Reply Fields for the Simple Order API

Field Name Description Returned By Data Type
& Length
apCheckStatusReply_ Description of the payment status. Check Status String (15)
paymentStatus Possible values:
= PENDING
= COMPLETED
= DECLINED

= CANCELLED

apCheckStatusReply_ KCP-generated transaction 1D Check Status String (14)
processorTransaction|D number.
apCheckStatusReply_ Numeric value corresponding to the Check Status Integer (5)
reasonCode result of the apCheckStatusService_

run request. See "Reason Codes,"

page 23.
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Table 5

Reply Fields for the Simple Order APl (Continued)

Appendix A API Fields

Field Name

Description

Returned By

Data Type
& Length

apCheckStatusReply_
reconciliationID

Reference number for the transaction.
For more information about tracking
orders, see Getting Started with
CyberSource Advanced for the
Simple Order API.

Initiate Payment

String (32)

aplnitiateReply_merchantURL

Redirect URL to the KCP plug in. The
URL has encrypted data that contains
a unique reference and payment
details for the order.

Important Internet Explorer restricts
browser URL lengths, so the
customer should be redirected to this
URL using the code described on
page 11.

Initiate Payment

Encrypted
string of
characters.

aplnitiateReply_reasonCode

Numeric value corresponding to the
result of the aplnitiateService_run
request.

Initiate Payment

Integer (5)

aplnitiateReply_reconciliationID

Reference number for the transaction.
For more information about tracking
orders, see Getting Started with
CyberSource Advanced for the
Simple Order API.

Initiate Payment

String (32)

apRefundReply_amount

The total refund amount.

Refund

Decimal (15)

apRefundReply_dateTime

Local date and time of the refund.

Format: YYYY-MM-DDThhmmssZ,
where:

= T separates the date and time

= Z indicates Coordinated Universal
Time (UTC).

Refund

Date and
Time (14)

apRefundReply
processorTransaction|D

KCP-generated transaction 1D
number.

Refund

String (14)

apRefundReply_reasonCode

Numeric value corresponding to the
result of the apRefundService_run
request.

Refund

Integer (5)

decision

One-word description of the request
result.

Initiate Payment
Check Status
Refund

String (50)

KCP Services Using the Simple Order API | August 2019
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Appendix A API Fields

Table 5 Reply Fields for the Simple Order APl (Continued)

Field Name Description Returned By Data Type
& Length
merchantReferenceCode Merchant-generated order reference Initiate Payment String (50)

or tracking number. CyberSource
recommends that you send a unique
value for each transaction so thatyou  Refund
can perform meaningful searches for

the transaction. For more information

about tracking orders, see Getting

Started with CyberSource Advanced

for the Simple Order API.

Check Status

purchaseTotals_currency Currency used for the order. String (10)
Value: KWR
reasonCode Numeric value corresponding to the Initiate Payment Integer (5)
result of the request. See "Reason Check Status
Codes," page 23.
Refund
requestiD Identifier for the request. Initiate Payment String (32)
Check Status
Refund

Reason Codes

The reasonCode field contains additional data regarding the decision response of the
transaction.

Table 6 Reason Codes and Decisions

Reason Code Decision
100 ACCEPT
101 REJECT
102 REJECT
150 ERROR
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Examples

Name-Value Pair Examples

APPENDIX

Example Initiate Payment Request

aplnitiateService_run=true

mer chant | D=t est _nmer chant | D

mer chant Ref er enceCode=deno_ner chant

bi I'| To_first Nanme=John

bill To_l ast Nane=Snith

bi I | To_phoneNunber =408- 557- 1045

bill To_enmil =j sm t h@xanpl e. com

pur chaseTot al s_currency=KRW

pur chaseTot al s_grandTot al Amount =1100

i nstal |l ment _frequency=0

apPaynment Type=ACC
aplnitiateService_returnURL=https://ww. exanpl e. com
apl nitiateServi ce_product Nanme=Tel evi si on
aplnitiateService_product Descri pti on=Tel evi si on
aplnitiateServi ce_escrowAgreenent =Y

apl nitiateServi ce_| anguagel nt er f ace=EN
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Appendix B Examples

Example Initiate Payment Reply

mer chant Ref er enceCode=deno_ner chant

request | D=3771837213330181553725

deci si on=ACCEPT

reasonCode=100

aplniti ateRepl y_reasonCode=100

aplniti ateRepl y_nerchant URL=htt ps://test pay. kcp. co. kr/ Pay/ nodul e/ cyber Sour ce/ KCP_

Gat eway. j sp?encrypted_

dat a=QSCopVI Tl wi | 6M Zshf zt 2Kl goEckdwS%2Fz FWpYy0SLzt a@2FQDGOv Cq2d98ShuZpYODYOAl 7404G
Kt ROSAVt r %2Fkdql9%2Ff BLyh89KGWIpi xaMd9wy 98 BSAOXxaudhvx6gn4FVMRFYODYOAI udYnf KPgP2Jr 8Kav
7gNUodRAOUI p801R3WyX1udj Dvyl HhOf Oj kcPSaXj Fx4wHv YO DYOAf x GgHILBi hwanNl 3f Nmbr LF5SndKC2TLA
WW/2B3nj zB1SXEsOvt T3ZBNOsr Nc8uxkd¥ODYOAS06] 74Rhdr A95z74VI cvRh5NIV2BARI Q y%2FNex 0SBt BE
j HARt 9WAHAbkNhr eqQauq7EY®ODYOAB5GA7cPaBl y52k XCr 6pqy HGc FYRWOr DT69j | g%@2BYaxxj TCe8qLyj XKy
iltyi 46K3J%DYOATR/WQFnTcpt vXgcOEPCCTQUEXFeKx SBVhY2BJj VXy Mksn%@2FgUdb1DbLI myqJXnT3aXwdo
ODY®ANKHSTOGedEO5C Cv550pLAds5T3ZhPMBEL f nWUIi y VRC3BCzskW bLugAl Zet A%2B4RYODYOAywLK80y5
Lj | vkM qAFTCx1NnmbbvgcBcebqPYPY2FVKGec Pcb5gVpTuj XV7CCgSly 7nz %9 DYOAKU7 1h6Fi i s3kzpGqJd DBwz
PTwt S2X07RM7kE4PNoBSbHVF3Rnkz6i NvpEgs A%2Fpj ORYODYOAPS1gd9ChOOWEYr pZ¥%2FAD2f cl eU7FY2F51
3i F75h6acvIHU oQKAsvDdoukvVQVl Qeo%®DYOAYRFol OVK7NVPI d%2F| wg5RKy SXaDSzZvf 6J0NGpxz8azGe
GXq2KAQ8DQy 78HWSR735v 6290 DYO AY2 FbBhy pJweXv EL9WSOMS0Xa7YKMe Czi | TEHByv2cckpvFr | gEl Sdgl v
LbnE3P6cx VYO DYOApDUQ eWiPoN GBRdDpJx1zt b2Xet BD9Y68L g4nPodw7 MiWAG C¥2 BT%2 BFo CPPDhz Kxe%
ODYOATLHko07Gd E030qi vghE5eJnB5r ZnmBJG i t WbhaMywDt dP85YGKi xi JAUBXt W i nYODY®ASbhzi au8nlv
MUB4hVKvnHdr CgYl 1G zngj z3i CgxDns FeaTWRRkW/2BoCOd XY5 AChRNVODY®ATgdvvgG3uNBKt pr 8KRpt H3d
7f 9A] WKet QeKEr 5y 2GowWwWEOGUpz dEHYmMLx zEyxs At YO DYOA0sRohXGxgpY1lqdh6y3Yxt FGo7Ji f eO0ZzFDcns
Y2BY2FTPp79WRY2 FQAht miAgcDZ16Z1 ¥ DYOAGkr e2VYKOUNhuLnTc7QazZxt oy MN5Kkbt y %2 FkQusaYYSmEw
Q%2BhFaHUW 8t HGQTY2 Bb9%O DY AL Y5Sc YSAL ol np7o0sW QFa4DWETt BMMUghi x 1z VDFxI MZnOy Ps Adovns X
3wGnNwW/2 BBYO DYOAVVH nHhRIq7TAMTI nP2FYYA9qY18%2FY%@2FSvLY%2BGXBdVZJIBb8S%2BwpL7PPO8DVNSD9
yl 1j k%9 D¥OABQB3PEY2B1hwRbo6v4gDAKY®2Bse049dscas| n8T2nat sDGbLaL%2FWBZr f NEnmhCgK2Apg %0 D%
0At 01RH9zRB5%2F089c6z3CMI c9zPi g4eWD%2FI i r j cOj 8xgM adSvTj OCr obENKeb CAMODYOA8gJ| Y2FE8
9z0NZcl BQBWhFxeS8i HOY2Bt pu54i BOT9g5n5ELTi A92pbCRi AAY2 FHScwPl c YODYOALPI egf h9XaXnpl ZQan
TWDg1u6qBi | 92ZGXyg82entqghFV5at SmMMIZCOS26 X0QO¥2BYODYVOACHs8a27q3Xi 6PvIQokl WLOkaF10n388
Nk YHOI Ho%8D

aplnitiateReply_reconciliationl D=ca308be3db8742ba9daef 4326f 21a511

Example Check Status Request

apCheckSt at usServi ce_run=true

mer chant | D=t est _nerchant | D

mer chant Ref er enceCode=deno_ner chant

apPaynment Type=ACC

apCheckSt at usServi ce_apl niti at eRequest | D=3770131092530181553725
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Appendix B Examples

Example Check Status Reply

mer chant Ref er enceCode=deno_ner chant | D

request | D=3771840623730181553725

deci si on=ACCEPT

reasonCode=100

apCheckSt at usRepl y_paynent St at us=COVPLETED

apCheckSt at usRepl y_processor Transact i onl D>20130530123456

apCheckSt at usRepl y_r easonCode=100

apCheckSt at usRepl y_reconci | i ati onl D=ca308be3db8742ba9daef 4326f 21a511

Example Refund Request

apRef undServi ce_run=true

mer chant | D=t est _nerchant |1 D

mer chant Ref er enceCode=deno_ner chant

pur chaseTot al s_currency=KRW

pur chaseTot al s_grandTot al Amount =11. 00

apPaynment Type=ACC

apRef undSer vi ce_apl ni ti at eRequest | D=3770131092530181553725
apRef undSer vi ce_r eason=Danaged product.

Example Refund Reply

mer chant Ref er enceCode=deno_nerchant | D

request | D=3771840623730181553725

deci si on=ACCEPT

reasonCode=100

pur chaseTot al s_cur r ency=KRW

apRef undRepl y_r easonCode=100

apRef undRepl y_anmount =11. 00

apRef undRepl y_dat eTi ne=2013- 08- 22T15: 07: 47Z

apRef undRepl y_pr ocessor Transact i onl D=20130530123456
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XML Examples

Example Initiate Payment Request

<request Message xm ns="urn: schemas- cyber source-com transacti on-dat a-
1.91">

<mer chant | D>t est _ner chant | D</ ner chant | D>
<mer chant Ref er enceCode>deno_ner chant </ mer chant Ref er enceCode>
<bi Il To>
<firstName>John</first Name>
<l ast Name>Smi t h</ | ast Name>
<phoneNunber >408- 557- 1045</ phoneNunber >
<enmi | >j smi t h@xanpl e. conx/ emai | >
</ bill To>
<pur chaseTot al s>
<currency>KRW/ cur rency>
<gr andTot al Amount >11. 00</ gr andTot al Anpunt >
</ pur chaseTot al s>
<i nstal | nent >
<frequency>0</frequency>
</install ment>
<apPaynent Type>ACC</ apPaynent Type>
<aplnitiateService run="true">
<returnURL>htt ps://ww. exanpl e. conx/ r et ur nURL>
<pr oduct Nane>Tel evi si on</ pr oduct Nane>
<pr oduct Descri pti on>Tel evi si on</ pr oduct Descri pti on>
<escr owAgr eenent >Y</ escr owAgr eenent >
<l anguagel nt er f ace>EN</ | anguagel nt er f ace>
</aplnitiateService>
</ request Message>
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Example Initiate Payment Reply

<c:repl yMessage xnl ns:c="urn: schenmas-cyber source-comtransacti on-data-1.91">

<c:
<c:
: deci si on>ACCEPT</ c: deci si on>
<c:
<c:

<C

nmer chant Ref er enceCode>deno_nmer chant </ c: mer chant Ref er enceCode>
request | D>3771837213330181553725</ c: request | D>

r easonCode>100</ c: r easonCode>

aplnitiateRepl y>

<c: reasonCode>100</ c: r easonCode>

<c: mer chant URL>ht t ps: //t est pay. kcp. co. kr/ Pay/ nodul e/ cyber Sour ce/ KCP_

Gat eway. j sp?encrypted_

dat a=Q@SCopVI Tl wi | 6M Zshf zt 2Kl goEckdwS¥2Fz FWipYy0SLzt aG2FQDGOv Cq2d98ShuZp%® DY®
Al 7404CKt ROSAVt r ¥2Fkdql%2Ff BLyh89KG3WIpi xaM)9wy 98BSAOXxaudhvx6gn4FVRFYODYOAI ud
Ynf KPgP2Jr 8Kav7gNUodRAOU p8o1R3WgX1udj Dvyl HhOF Dj kePSaXj Fx4wHv YO DYOAf x GgHILBI hw
4Nl 3f Nmbr LFSNdKC2TLAW2B3nj zB1SXEsOvt T3ZBNOsr Nc8uxkd%ODY¥®AS06j 74Rhdr A95z74V
| cvRh5NY2BAR Q y%2FNex 0SBt BEj HARt 9V\aHdbk Nhr eqQauq7EYO DYOABSGAT7 cPaBl y52k XCr 6pqy
HGcFVRWr DT69j | g92BYaxxj TCe8qLyj XKyi | t yi 46K3JYODYOATR7WQFnTcpt vxgcOEPCCTQUEXFe
KxSBVho2BJj VXy Mksn%2FgUdb1DbLI myqd XnT3aXwi®D¥®ANKHSTOGedEOS5C Cv550pLAdsS5T3ZhPM
6Et f nWUi yVRC3BCzskW bLugAl Zet A% B4RYODYOAYW_K80y5Lj | vkVI gAFTCx 1NmbbvgcBce6gPYP
%2 FMKGcPcb5gVpTuj XV7CCgS1y 7nz ¥ODYOAKU7 1h6Fi i s3kzpCGqJd DBwz PTwt S2X07RM7k E4PNoBSbH
VF3Rnkz6i N\vpEgs A%2Fpj ORYODYOAPS1gd9ChOOWEYTr pZ%R2FAD2f cl eU7F¥2F513i F75h6acv9HU o
QKAsvDdoukvVQVI Qeo%DYOAYRFol OVK7NVPI d¥%2F| wg5RKy SXaDSzZvf 6J0NGpxz8aZGc GXq2KAQ8
DQy 78HWSR735v62% DY AYR FhBhy pJwe Xv E19WB9MS0Xa7 YKMe Ozi | TEH8yv2cckpvFr | gEl Sdgl vL
bnE3P6cXx VYO DYOApDUQ eWIPoN GBRdDpJx 1zt b2Xet BDOY68LT q4nPodw7 MiWAG CY2 BT%2 BFoCPPD
hzKxe%®DYOATLHkoo7GE E030qgi vghE5eJnB5r ZmBJG i t WbaMywDt dP85YGXi xi JAUBXt W i n%9D
%9ASbzi au8nmOvMIB4hVKvnHdr CgYl 1G zngj z3i Cgx Dnms FeaTWRRkW/2BoCOd XY5AChRNYODYOATgd
vvgGBuNBKt pr 8KRpt H8d7f 9A] WKet QeKEr 5y 2GownwEOGUpz dEHYmMLxz Eyxs At YO DYOA0s RohXGxgpY
1qdh6y3Yxt FGo7Ji f eO0ZzFDcns¥2BY%2FTPp79VWRY2FQAht mAgcDZ16Z1 YODYOAGKkr e2VYkOQuNhu
Lmrc7Qazxt oy M\6kbt y%2Fk QusaYYSnEwi Qb%@BhFaHUW 8t HGQTY2Bb9%® DYOALY5Sc YSAL ol np70
sWe QFa4DwETt BMMUghi x1zVDFxI MZnDy Ps Adovns X3wGnNwo@2BBYO DYOAvv H nHhRIq7T4AMTI md2FY
YA9qY18%2F%2FSvL%2BGXBdVZIBb8S¥2BwpL7PPO8DVNSDIy| 1j k%O DYOABQE3PEY2BlhwRbo6v4g
DAKY2Bse049dscasl n8T2nat sDG5LaL¥2FWBZr f NEfnhCgK2Apg %0 DY® At 01RHIz RB5%2F089¢c623C
MDI c9zPi g4eWD9%2FI i rj cOj 8xgM adSvTj OCr obENKebCAMODYOA8gJ| ¥2FE89z0NZcl BQBW FxeS
8i HOY2Bt pu54i BOT9g5n5ELTi A92pbCRi AAY2 FHScwPl cYODYOALPI egf h9XaXnmpl ZQanTWDg1lu6gB
i 1 9Z2ZGXyg82entqghFV5at SmMIZC9S26X0QU¥2BYODYAGHs8a27g3Xi 6PvJQokl WLOkaF10On388Nk
YHOI Ho%8D

<c:reconciliationl D>ca308be3db8742ba9daef 4326f 21a511</c:reconciliationl D>

</c:aplnitiateReply>
</ c:repl yMessage>
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Appendix B Examples

Example Check Status Request

<request Message xnm ns="urn: schenas-cybersource-comtransacti on-dat a-
1.91">

<nmer chant | D>t est _ner chant | D</ mer chant | D>

<nmer chant Ref er enceCode>deno_ner chant </ mer chant Ref er enceCode>
<apPaynent Type>ACC</ apPaynent Type>

<apCheckSt atusServi ce run="true">

<apl ni ti at eRequest | D>3770131092530181553725</ apl ni ti at eRequest | D>

</ apCheckSt at usSer vi ce>
</ request Message>

Example Check Status Reply

<c:repl yMessage xm ns: c="urn: schemas-cybersource-comtransacti on-dat a-

1.91">
<c:

<C

<C:

<c

mer chant Ref er enceCode>deno_ner chant | D</ c: mer chant Ref er enceCode>

: request | D>3771840623730181553725</ c: r equest | D>
<c:

deci si on>ACCEPT</ c: deci si on>
reasonCode>100</ c: r easonCode>

: pur chaseTot al s>
<c:

apCheckSt at usRepl y>
<c: paynent St at us>COVWPLETED</ c: paynment St at us>

<c: processor Transacti onl D>20130530123456</
c: processor Transacti onl D>

<c: reasonCode>100</c: reasonCode>

<c:reconciliationl D>ca308be3db8742ba9daef 4326f 21a511</
c:reconciliationl D>

</ c: apCheckSt at usRepl y>
</c:repl yMessage>
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Example Refund Request

<r equest Message xnl ns="urn: schemas- cyber source-com transacti on-dat a-
1.91">

<mer chant | D>t est _ner chant | D</ ner chant | D>
<mer chant Ref er enceCode>deno_ner chant </ ner chant Ref er enceCode>
<pur chaseTot al s>
<cur rency>KRW&/ cur r ency>
<gr andTot al Arount >11. 00</ gr andTot al Anount >
</ pur chaseTot al s>
<apPaynent Type>ACC</ apPaynent Type>
<apRef undServi ce run="true">
<apl ni ti at eRequest | D>3770131092530181553725</ apl ni ti at eRequest | D>
<r eason>Danaged product. </reason>
</ apRef undSer vi ce>
</ request Message>

Example Refund Reply

<c:repl yMessage xm ns: c="urn: schemas-cybersource-comtransacti on-dat a-
1.91">
<c: ner chant Ref er enceCode>deno_ner chant | D</ c: ner chant Ref er enceCode>
<c:request| D>3771840623730181553725</ c: request | D>
<c: deci si on>ACCEPT</ c: deci si on>
<c: reasonCode>100</ c: r easonCode>
<c: purchaseTot al s>
<c: currency>KRW./ c: currency>
<c: apRef undRepl y>
<c: reasonCode>100</ c: r easonCode>
<c: anount >5</ c¢: anount >
<c:dat eTi ne>2013- 08- 22T15: 07: 47Z</ c: dat eTi ne>
<c: processor Transacti onl D>20130530123456</
c: processor Transacti onl D>
</ c: apRef undRepl y>
</ c:repl yMessage>
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