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Cybersource Contact Information
For general information about our company, products, and services, go to http://www.cybersource.com.

For sales questions about any Cybersource Service, email sales@cybersource.com or call 650-432-7350 or 888-330-2300 (toll free
in the United States).

For support information about any Cybersource Service, visit the Support Center: http://www.cybersource.com/support

Copyright

© 3/19/2021 Cybersource Corporation. All rights reserved. Cybersource Corporation (“Cybersource”) furnishes this document and
the software described in this document under the applicable agreement between the reader of this document (“You”) and
Cybersource (“Agreement™. You may use this document and/or software only in accordance with the terms of the Agreement.
Except as expressly set forth in the Agreement, the information contained in this document is subject to change without notice and
therefore should not be interpreted in any way as a guarantee or warranty by Cybersource. Cybersource assumes no responsibility
or liability for any errors that may appear in this document. The copyrighted software that accompanies this document is licensed to
You for use only in strict accordance with the Agreement. You should read the Agreement carefully before using the software.
Except as permitted by the Agreement, You may not reproduce any part of this document, store this document in a retrieval system,
or transmit this document, in any form or by any means, electronic, mechanical, recording, or otherwise, without the prior written
consent of Cybersource.

Restricted Rights Legends

For Government or defense agencies: Use, duplication, or disclosure by the Government or defense agencies is subject to
restrictions as set forth the Rights in Technical Data and Computer Software clause at DFARS 252.227-7013 and in similar clauses
in the FAR and NASA FAR Supplement.

For civilian agencies: Use, reproduction, or disclosure is subject to restrictions set forth in subparagraphs (a) through (d) of the
Commercial Computer Software Restricted Rights clause at 52.227-19 and the limitations set forth in Cybersource Corporation's
standard commercial agreement for this software. Unpublished rights reserved under the copyright laws of the United States.

Trademarks

Authorize.net, eCheck.Net, and The Power of Payment are registered trademarks of Cybersource Corporation. Cybersource,
Cybersource Payment Manager, Cybersource Risk Manager, Cybersource Decision Manager, and Cybersource Connect are
trademarks and/or service marks of Cybersource Corporation. Visa, Visa International, Cybersource, the Visa logo, and the
Cybersource logo are the registered trademarks of Visa International in the United States and other countries. Bank America and
the Bank America logo are the registered trademarks of Bank of America in the United States and other countries. All other
trademarks, service marks, registered marks, or registered service marks are the property of their respective owners.

Confidentiality Notice
This document is furnished to you solely in your capacity as a client of Cybersource and as a participant in the Visa payments
system.

By accepting this document, you acknowledge that the information contained herein (the “Information”) is confidential and subject to
the confidentiality restrictions contained in Visa's operating regulations and/or other confidentiality agreements, which limit your use
of the Information. You agree to keep the Information confidential and not to use the Information for any purpose other than its
intended purpose and in your capacity as a customer of Cybersource or as a participant in the Visa payments system. The
Information may only be disseminated within your organization on a need-to-know basis to enable your participation in the Visa
payments system. Please be advised that the Information may constitute material non-public information under U.S. federal
securities laws and that purchasing or selling securities of Visa Inc. while being aware of material non-public information would
constitute a violation of applicable U.S. federal securities laws.
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General Information

These release notes cover all releases to the production server from March 14, 2021, to March 19, 2021.
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Announcements

New Reply Field for Secure Acceptance

Cybersource added a new reply field, payment_account_reference, to Secure Acceptance in both the
Hosted Checkout and Checkout API integrations.

To avoid impact:
o Parse the reply data according to the names of the fields instead of their order in the reply. For
more information on parsing reply fields, see the Secure Acceptance Checkout API Integration
Guide or Secure Acceptance Hosted Checkout Integration Guide for your scripting language.

e The signature that you generate must be the same value that is included in the signature
response field.

e Your error handler should use the decision field to determine the transaction result if it receives a
reason code that it does not recognize.

o If your implementation expects static response fields, build the signature string dynamically
instead, as specified in the Secure Acceptance Checkout API Integration Guide or Secure
Acceptance Hosted Checkout Integration Guide and the sample code.

The Secure Acceptance integration guides and the sample code documentation are at this location:

https://www.cybersource.com/en-us/support/technical-documentation/apis-and-
integration.html#SecureAcceptance

Contact your customer support, technical account manager, or account manager for more details.

Cybersource through VisaNet Rebranding

The Cybersource through VisaNet product is now called Visa Platform Connect.

4 Visa Confidential



Features Introduced This Week

Quod Credit Bureau Support in Decision Manger
[RM-8540] Credit scores and credit reports from Quod Credit Bureau in Brazil are now available in
Decision Manager.

Decision Manager can now identify 29 new free email domains
[RM-8891]

New ECI values for 3D Secure
[RM-8633] To support 3D Secure for China Union Pay, three new ECI values and SCA exemption
indicators have been added.

CPO01-TCRO08 records are now enabled for OCBC Singapore
[RM-9231]

National Bank of Kuwait Enhancements

[RM-9231] The National Bank of Kuwait can now handle tokenized transactions, and now supports the
Bahrain Dinar, the Omani Riyal, the Qatari Riyal, and the Saudi Riyal. Also, the National Bank of Kuwait
now supports CP05-TCR7 data items.

Update to ics_pay_subscription_update
[RM-9194] The ics_pay_subscription_update request no longer requires the card_type field.

Transaction Details Enhancements for Token IDs

[RM-9018] The Transaction Details page now includes fields for managing tokens, including Token ID,
Payment Instrument, Instrument Identifier, Customer ID, Shipping Address, and Payment Account
Reference as hyperlinks.

New Gateways for Onboarding

[RM-9454] Merchants can now be onboarded on the Procard SA and Raiffeisen Bank DD Bosnia and
Herzegovina gateways. Also, Allinpay merchants can now submit Original Credit Transactions.

Visa Confidential



Issues Fixed This Week

e [RM-9105] When creating new users in the Business Center using a custom permission
set, the permission set now persists as expected.
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